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EFI Rootkit — Malicious CORE_DXE
D94962550B90DDB3F80F62BD96BDI9858

Modified WMI DLL Launcher
C3B153347AED27435A18E789D8B67E0A

StealthVector
4D5EB9F6F501B4F6EDF981A3C6C4D6FA

E7155C355C90DC113476DDCF765B187D

899608DE6BS9C63B4AE219C3C13502F5

4EF90CEEF2CC9FF3121B34A9891BB28D

CFF2772C44F6F86661 ABOA4FFBF86833

InstallUtil Launcher

5F9020983A61446A77AF1976247C443D

StealthMutant

0603C8AAECBDC523CBD3495E93AFB20C

8C7598061D1E8741B8389A80BFDSB&ES

FO9F9D6FB3CB94B1CDF9E437141B59E16

Microcin

SFE6CE9C48D0OAE9SEC2CA1EC9759AAD9
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S0FF717A8E3106DDBFO0FB42212879C5

D98614600775781673B6DF397CC4F476

Go Implant
C9B250099E2DD27BB4170836AC480FEQ

97EF7B8FCDCBOCODI9FBB93DOF7E6E3B6

Mimikat SSP
4E4388D7967E0433D400C60475974D50

SF1C7602688E67F299F5SBD533FA07880

xTalker Rootkit
45E862964EF4EFDEA181F3927D20E96D

4BC82105403974AA24BF02CFB66BSE7C

Domains and IPs

mb.glbaitech[.]Jcom — MoonBounce
ns.glbaitech[.]Jcom — ScrambleCross
dev.kinopoisksu[.]Jcom — ScrambleCross
st.kinopoisksu[.Jcom — ScrambleCross
188.166.61[.]146 — ScrambleCross
172.107.231[.]236 — ScrambleCross
193.29.57[.]161 — ScrambleCross
136.244.100[.]1127 — ScrambleCross
217.69.10[.]104 — ScrambleCross
92.38.178[.]246 — ScrambleCross
m.necemarket[.]Jcom — Microcin
172.105.94[.]67 — Microcin
holdmem.dbhubspi[.]Jcom — Microcin
5.188.93[.]132 — Go malware
5.189.222[.133 — Go malware
5.183.103[.]122 — Go malware
5.188.108[.]228 — Go malware
45.128.132[.]6 — Go malware
92.223.105[.]246 — Go malware
5.183.101[.]21 — Go malware
5.183.101[.]114 — Go malware
45.128.135[.]15 — Go malware
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https://opentip.kaspersky.com/97EF7B8FCDCB0C0D9FBB93D0F7E6E3B6/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/4E4388D7967E0433D400C60475974D50/?utm_source=SL&utm_medium=SL&utm_campaign=SL
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https://opentip.kaspersky.com/45E862964EF4EFDEA181F3927D20E96D/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/4BC82105403974AA24BF02CFB66B8F7C/?utm_source=SL&utm_medium=SL&utm_campaign=SL
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5.188.108[.]22 — Go malware
70.34.201[.]16 — Go malware

File Names

wbwkem.dll — StealthVector

wkbem.dll — StealthVector

wmiwk.dll — StealthVector

C_20344.nls — StealthVector

C_20334.nls — StealthVector

compwm.bin — ScrambleCross Shellcode

pcomnl.bin — ScrambleCross Shellcode

wmipl.dll — ScrambleCross encrypted shellcode
Microsoft.Service. Watch.targets — StealthMutant
MstUtil.exe.config — ScrambleCross encrypted shellcode
System.Mail.Service.dll — InstallUtil launcher for StealthMutant
schtask.bat — Batch launcher for StealthMutant

CmluaApi.dll — Microcin

ScrambleCross Mutexes
Global\GouZUAkmtdpUmves
Global\PtUojBxCOZGVmQQn
Global\EGuUCpyYIJRTQJAV
Global\Y CtigMgRrpLGbfDo
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B 2 - Kaspersky Endpoint Security 11.2.0 for Linux

Kaspersky Security Network

—i
EHEE
Essential Threat Protection

Kaspersky Security Network

Advanced Threat Protection softuware.

Kaspersky Security Metwork

- Instant response to various threats

- High performance of protection components
- Decreased false positives rate

Application Control
Anti-Cryptor

System Integrity Monitoring Text of the Kaspersky Security Network Statement

Device Control
Global KSN

Behavior Detection

Local Tasks ‘fou are using Kaspersky Security Network with statistics
General Settings
BRI
B

Kaspersky Security Metwork (KSN) is a doud services infrastructure providing access to the Kaspersky
online knowledge base, which has information about the reputation of files, web resources, and
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Network Threat Protection
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L Network Threat Protection & Block editing o
FHEE Enable Network Threat Protection
Essential Threat Protection
File Threat Protection
Protection settings & Block editing ~
Exdlusion scopes
Block attacking devices
Firewall Management
Web Threat Protection Block the attacking host for {(min): 80 |5
Network Threat Protection I
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Advanced Threat Protection
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General Settings
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B 2 - Kaspersky Endpoint Security 11.2.0 for Linux
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Essential Threat Protection

Advanced Threat Protection
Kaspersky Security Metwork
Application Control
Anti-Cryptor
System Integrity Monitoring
Device Control
Behavior Detection

Local Tasks

General Settings

BRI
B

Behavior Detection

Behavior Detection & Block editing -
Enable Behavior Detection

This component receives information about application activity in the operating system and searches
for threats that may be missing from application databases.
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